10
11

12
13
14
15

16
17

18

19
20
21
22
23
24

OAGI

Open Applications Group

Implementing the
Confirm BOD

Version 2.0

for OAGIS© Release 9.+

an OAGi Normative Specification
Document #20110501V2.0

Open standards that open markets™

©
Open Applications Group, Incorporated — OAGi
A consortium dedicated to simplifying business across all value and information chains
www.OAGi.org

Copyright 2011 OAGI


http://www.oagi.org/�

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

Open Applications Group, Inc.
Copyright 1995 - 2011 OAG° Al rights reserved

Implementing the Confirm BOD V2.0 -
for OAGIS V9.+

Prepared by:

Open Applications Group, Inc.

Architecture Council, 2011

Special Thanks to the following:
Steffen M. Fohn

ADP — Representative

Michael Rowell

OAGIS - Chief Architect

David Connelly

OAGIS - CEO

Document #20110408V1.0

an OAGi White Paper

Page 2 of 29



49

50

51
52
53
54
55
56
57
58

59

60
61
62

63

64
65
66
67
68
69
70

71

72

73

74
75
76
77
78
79

80

Open Applications Group, Inc. Implementing the Confirm BOD V2.0 -
Copyright 1995 - 2011 OAG° Al rights reserved for OAGIS V9.+

Notice

The material contained herein is not a license, either expressly or impliedly, to any intellectual
property owned or controlled by any of the authors or developers of this material or OAGi. The
material contained herein is provided on an "AS IS" basis and to the maximum extent permitted by
applicable law, this material is provided AS IS AND WITH ALL FAULTS, and the authors and
developers of this material and OAGi hereby disclaim all other warranties and conditions, either
express, implied or statutory, including, but not limited to, any (if any) implied warranties, duties or
conditions of merchantability, of fithess for a particular purpose, of accuracy or completeness of
responses, of results, of workmanlike effort, of lack of viruses, and of lack of negligence.

ALSO, THERE IS NO WARRANTY OR CONDITION OF TITLE, QUIET ENJOYMENT, QUIET
POSSESSION, AND CORRESPONDENCE TO DESCRIPTION OR NON-INFRINGEMENT WITH
REGARD TO THIS MATERIAL.

IN NO EVENT WILL ANY AUTHOR OR DEVELOPER OF THIS MATERIAL OR OAGi BE LIABLE
TO ANY OTHER PARTY FOR THE COST OF PROCURING SUBSTITUTE GOODS OR
SERVICES, LOST PROFITS, LOSS OF USE, LOSS OF DATA, OR ANY INCIDENTAL,
CONSEQUENTIAL, DIRECT, INDIRECT, OR SPECIAL DAMAGES WHETHER UNDER
CONTRACT, TORT, WARRANTY, OR OTHERWISE, ARISING IN ANY WAY OUT OF THIS OR
ANY OTHER AGREEMENT RELATING TO THIS MATERIAL, WHETHER OR NOT SUCH PARTY
HAD ADVANCE NOTICE OF THE POSSIBILITY OF SUCH DAMAGES.

For more information, contact:

Open Applications Group, Inc.
P.O. Box 4897
Marietta, Georgia 30061 USA

Telephone: +1 678 715 7588

Internet: http://www.openapplications.org

Document #20110408V1.0 an OAGi White Paper Page 3 of 29



81
82

83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
08
99

100

101

102

103

104

105

106

107

108

109

110

111

112

113

114

Open Applications Group, Inc. Implementing the Confirm BOD V2.0 -

Copyright 1995 - 2011 OAGI® Al rights reserved for OAGIS V9.+
Contents
T a e o 18 o1 1o o [T PP 6
Purpose of thiS DOCUMENT .......... et e e e e e e et e e e e e e e e e eanae e e e e e eeeeenennns 6
Terminology anNd NOTATION. ..........uiiiiiiie it 7
CONTOMMIENCE ...ttt nnnnnnnne 7
ConfirmBOD SPECITICALIONS .....coeeiiieiii et e e ettt e e e e e et e abb s e e e e e e e eetbba e e e e e e e aeesannnnes 8
Assumptions when using the ConfirmBOD ...........oooiiiiii e e e e 8
ConfirmBOD PUrpoSe and INTENT.........ooiiiiiiiiiiiiiiiiiii it nnnnes 9
Web ServiCe EXamPIE. .. ..o 11
BODs, Verbs Paired with the ConNfirmMBOD .......c.uiiiiii e e eas 11
HOW t0 USe the CONFIMMBOD ........oii i 12
Requesting @ ConfirMBOD ... e e e e e et a e e e e eeeeennees 13
The ConfirMAatIONCOUE ... e e e e 13
Producing @ CONFIMMBOD .........uui e e e e e e e e e e e e e aaeeeas 14
BOD and Noun Messages in ConfirmBOD. ... 15
BOD MESSAGES. ... e eeeiieetiiiai e e e ettt et e et e e e e et e et e e e e e e e n e 15
N (o T8 L IS 7= To T PP 18
Warning and EITOr IMESSAGES. ... ... e e e e e e e e e e e e e e e e e e eaeeeas 20
Identifying BOD INSTANCES.........cooiiiiiiiiiiiieiei ettt e e e eeeeees 21
Identifying NOUN INSTANCES.........cooiiiiiiiiiiiee ettt 21
ConfirmBOD Best Practices (NON-NOIMALIVE)..........couuuuuiieeiiieiiiii ettt e e e e eeaba e e e e e e eenenan s 22
D= U= B [ 01T | PSR 22
Multiple Noun option fOr OAGIS® BODS.......c..c.coveueeeeeeeeeeeeteeeeteeeeee et e eeee e eeaees s saeeneeenea, 23
Publish and Subscribe Error HaNAING ............u e 23
Centralized Error ManagemMENT..........uu e e 23
Centralized MONITOIING .....eeeiiiiiiiii e e e e e e e e e e e e e e e e e e e e e aeaeeeeas 23
Data Synchronization INTEGIILY ...........uuu e a e e e e e e e e e e 24
APPENTIX A — GIOSSAIY ...ttt e e ettt e e e e e e et e taa e e e e e e e eetbba e e e e e et et e bbb e e e e e e e e etbba e e eaaas 25
Appendix B: Sample SYSIEM FIOWS......... et e et e e e e e e rb b 26
=P SToT =T o= o Tt PP 26
B2 SCENAIIO 2. e e e e e e 26
AppendiX C: SUCCESS aNd EITOr SCENAIIOS. .. ...ieeiuitii ettt e e e e et et e e e e e e eeatb e e e e aeeeaabaa e aaaas 28
(O R ST ol =T o T U (o I PP PP PP PP PP PP PPPPPPPPPPPPPRPPIN 28
C.2 SCENANIO 2.ttt 28

Document #20110408V1.0 an OAGi White Paper Page 4 of 29



115
116
117

Open Applications Group, Inc. Implementing the Confirm BOD V2.0 -

Copyright 1995 - 2011 OAG° Al rights reserved for OAGIS V9.+
LGRS 0o T o - T [ T 29
O Yo T o - 1 [ 1 SR 29

Document #20110408V1.0 an OAGi White Paper Page 5 of 29



118 Introduction

119 Purpose of this Document

120 This document is a normative (standard) guide to implementing the ConfirmBOD in

121  OAGIS® Standard based implementations. The ConfirmBOD is a generic BOD that
122  serves as a general response message for processing status information. The

123  ConfirmBOD facilitates the return of message processing success, warning and error for
124  all messages and processes.

125  This document is hot meant to address the entire issue of business transaction

126  confirmation. That issue is addressed by the normative document describing the use of
127 OAGIS® Verbs in a business process, business transaction, or business data exchange
128 for the purpose of business software interoperability.

129  The ConfirmBOD is one of many OAGIS® Standard messages; there is often debate by
130 OAGIS® users as to when and how to use the ConfirmBOD, particularly in business
131  scenarios.

132  Because the ConfirmBOD is usable in practically all OAGIS® scenarios, this BOD is a
133  special case for guidelines for deploying it.

134 | [Note] The ConfirmBOD is not meant to replace or compete with transport
135 | frameworks such as SOAP, ebMS or RNIF (RosettaNet Implementation

136 | Framework). It is a business processing message that is described in much
137 | more detail throughout this document.

138

139 This document defines the original intent of the ConfirmBOD, when to use the
140 ConfirmBOD, and also some examples of using the ConfirmBOD.

141  The document is subject to revision from time to time, so it is recommended that you
142  check back to the Open Applications Group (OAGI) web site to ensure that you have the
143  most recent version of this document. www.openapplications.org.

144  This document specification replaces the OAGi document, “Using the ConfirmBOD, A
145  Normative Guide to Implementing the ConfirmBOD v1.0” [Connelly, Rowell] (2005)".

! Using the ConfirmBOD: A Normative Guide to Implementation the ConfirmBOD v1.0 [Connelly,
Rowell] (2005).
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146 Terminology and Notation

147  The key words, “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”", “SHALL NOT”,

148 “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL" in this
149 document are to be interpreted as described in Internet Engineering Task Force (IETF)
150 Request For Comments (RFC) 2119.%

151  Where ever xsd: appears it is references to constructs from W3C XML schema
152  specification.

153  The following are notations that are used throughout this document:

154 e Example — A representation of a definition or rule that are intended to be

155 informative.

156 ¢ [Note] — Explanatory information that is intended to be informative.

157 e [OAGI R n] — Identifies a rule n that is specified by this document that requires
158 conformance.

159 e [Note] Rules are normative. In order to ensure continuity across versions of the
160 specification, rule numbers that are deleted will not be re-issued and any new rules
161 will be assigned the next higher number regardless of the location.

162 o When defining rules the following annotations are used:

163 e [ ]-Optional

164 e <> -Variable

165 e |- Choice

166

Italics are used to highlight or emphasize a term or phrase

167 Conformance
168  Applications will be considered to be in full conformance with this technical standard if
169 they comply with the content of the normative sections, rules and definitions.

2 Key words for use in RFCs to Indicate Requirement Levels. Internet Engineering Task Force,
Request for Comments: 2119, March, 1997, http://www.ietf.org/rfc/rfc2119.txt
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ConfirmBOD Specifications

Assumptions when using the ConfirmBOD

The OAGi model for building OAGIS® addresses the business application integration
problem from a business, top down point of view. This is central to understanding how to
use and deploy the OAGIS® standard.

The business application integration problem is faced by enterprises that must manage an
application portfolio. The enterprise needs to assemble, and re-assemble, their business
applications in order to connect to their customers and their suppliers, as well as to meet
the changing needs of their business inside the enterprise as well. See the figure 1 for a
graphical representation of this.

The OAGI model assumes that the middleware and network layers, including reliable
messaging and security, if necessary, are are available to be leveraged.

Enterprise

. Business °* ® Business
Business Unit 2 Unitn

U

Supplier

Integration Back Bone

Figure 1 — Configurable Service Oriented Architecture for the Enterprise.
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188  Figure 2 shows that the ConfirmBOD is intended for Application-to-Application or
189  Business-to-Business communication of receiving and understanding the originating BOD.

190
Business
Use Confirm BOD aRplicatian
U S i n t h e Application APT
g ﬂ Application
- Communication
ConfirmBOD 7 Porser
N Middleware
: Use MW and \ (Parser)
NOTE: Parser and constraint . .
processing may reside ither Network Functions Wire Protocol /
in the middleware or the Network
business application. ﬂ Middleware
(Parser)
ﬁ Application
Communication
Use Confirm BOD (st
@ Business
Application
191

192 Figure 2 — Use of the ConfirmBOD for Application and Business-to-Business communication.

193

194  The purpose of the ConfirmBOD is to function at the application layer of the

195 communication stack that provides for business application to business application

196  exception processing within a business process, business transaction, or business data
197  exchange for the purpose of business software interoperability.

198

199 ConfirmBOD Purpose and Intent

200 The American Heritage dictionary defines “Confirm” as “to support or establish the

201  certainty or validity of”, and even more specifically as, “the act of establishing the certainty
202  orvalidity”. Consistent with this meaning, a message sender may ask the receiver to

203  confirm processing of a message. This request is designated with a specific set of codes
204 in a BOD instance’s ApplicationArea. The response to the confirm request may indicate
205 the success of processing a BOD instance, the failure of processing a BOD instance, or
206 the partial failure of processing a BOD instance. OAGi named the response message to a
207  confirm request as ConfirmBOD.
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The ConfirmBOD is to be used for confirmation of transactions for business
applications. Itis not meant to replace Messaging Service Confirmation or to
replace TCP/IP or similar protocol confirmation.

[Note] This is not dependant on the physical implementation of the integration
architecture. It is dependant on the type of processing to be done, that is
business transactions, not transport protocol transactions.

Consider, for example, a parser that implements business rules on the data or the
process, then that parser is involved in the business transaction processing and must be
able to issue the ConfirmBOD in order to be OAGIS® compliant.

Figure 3 is a simplified picture of exception processing within a business process,
transaction, or data exchange for the purpose of business application interoperability.
There are three primary layers to be managed, although in some circumstances there
may be more, and in other circumstances there may be less.

Application Level Application Level
ConfirmBOD ConfirmBOD

Middleware Level Middleware Level
Guaranteed (Assured) <l:> Guaranteed (Assured)
Delivery, etc. Delivery, etc.

Network Layer Network Layer
(TCP/IP, etc.) (TCP/IP, etc.)

Figure 3 —The intended use of the ConfirmBOD

The ConfirmBOD ensures that the business applications or components have a standard
communication mechanism in the case where the receiving application (of the orginal
message) needs to communicate a response message back to the originating business
application.

An instance of the ConfirmBOD communicatesthe processing results of another BOD
Instance. BOD message processing refers to all of the system processes that execute as
part of processing the message; this includes pre-processing such as message parsing
and validation, in addition to message execution (of the operation it represents).

In summary, BODs are used to represent and communicate business actions and events
across systems as part of realizing the business process distributed across the application
landscape. The usage of the ConfirmBOD is subsequently reserved to support
communication of the processing results of these messages.
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The noun-independent or generic definition of the ConfirmBOD provides systems (i.e.,
business components) a mechanism for communicating message processing results (i.e.,
warning and error messages) in their own language. The flexibility of the ConfirmBOD
schema offers adopters the opportunity to decide what should or should not be required in
a ConfirmBOD instance.

Figure 4, provides a graphical representation of how the BOD exchange fits
within the basic Web Services stack. SOAP and HTTP address the
Middleware Level and the BOD Exchange communicates at the Application

Level.
BOD Warnings & Errors
«|nvalid BOD
BOD Exchange +BOD Processing Errors

SOAP Faults

+Payload Missing -

« Security Errors Fé':;;l'; E)::Jerjtlons

«Invalid Operation SOAP e

«|nvalid XML .E?':i If!oeuc:::iest
Server Error
« Service Unavailable
* Gateway Timeout
«Internal Server Error

BOD Web Service
Protocol Stack

Figure 4: Errors across the Message Protocol Stack for Web Services

BODs, Verbs Paired with the ConfirmBOD

OAGIS defines a finite set of verbs with specific semantics. These verbs participate in
common verb usage patterns that prescribe the recommended verb interaction (see Table
1) between communicating systems. Notice the presence of two types of response
messages: noun-specific and noun-independent. The noun-specific response uses the
same noun as that of initiating message. This facilitates noun-specific information to be
returned in a response message. Conversely, the noun-independent response,
ConfirmBOD, does not use the same noun as that of the initiating message; rather itis a
general response that may be used across all of noun-specific messages. The
ConfirmBOD facilitates the return of message processing success, warning, and failure
information.

Table 1 provides a list of Verb used with given BODs in which the ConfirmBOD may be
provided as a response.

OAGIS 9.X MESSAGES RESPONSE MESSAGES
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261

262
263
264

265

266
267

268

269

270

NOUN- NOUN-

SPECIFIC INDEPENDENT
Post[noun] (synonym for Process in financial Acknowledge[noun] ConfirmBOD
scenarios)
Process[noun] Acknowledge[noun] ConfirmBOD
Cancel[noun] None ConfirmBOD
Load[noun] (synonym for Sync in financial None ConfirmBOD
scenarios)
Notifiy[noun] None ConfirmBOD
Sync[noun] None ConfirmBOD
Change[noun] Respond[noun] ConfirmBOD
Update[noun] Respond[noun] ConfirmBOD
Get[noun] Show[noun] ConfirmBOD
Acknowledge[noun] None ConfirmBOD
ConfirmBOD None None
Respond[noun] None ConfirmBOD
Show[noun] None ConfirmBOD
Table 1: OAGIS 9.x Verb Usage Pattern
[Note] The ConfirmBOD is generally available as a response to a BOD using
any of the verbs (with the exception of a Confirm; in other words, one would
not issue a ConfirmBOD as a result of receiving a ConfirmBOD).

How to use the ConfirmBOD

A ConfirmBOD may be requested and if so it must then be produced. The following

section describes:
e Requesting a ConfirmBOD

e Producing a ConfirmBOD
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Requesting a ConfirmBOD

A Sender may request a ConfirmBOD through the Sender element of any BOD’s
ApplicationArea, shown in Figure 5. The Sender element provides mechanism, the
ConfirmationCode, by which to request a ConfirmBOD. This ConfirmationCode
represents the sending system’s results criterion upon which a ConfirmBOD should be
returned.

[OAGI R 1]

The sending system for all other BODs other than the ConfirmBOD MUST
provide a ConfirmationCode that specifies when a ConfirmBOD is to be
returned.

| SenderType

(Ap-p-licationAreaTm)e

Generated by XmISpy www .altova.com

Figure 5 — Application Area Type and the Sender element expanded.

[Note] A ConfirmBOD request, in addition to specifying when a ConfirmBOD
instance is to be returned, must also used to specify that no ConfirmBOD
instance be returned.

The ConfirmationCode specifies the results criterion of the message
instance processing (i.e., error) determined by the receiving system.

There are several points during the processing of a BOD instance, for
example: Receipt, Validation, and Completion. The term processing,
here, refers to the receiving system'’s pre-processing of the BOD instance
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293 from receipt through execution of the BOD instance. In addition, the term

294 refers to processing at the BOD Exchange Layer and not any processing
295 that may be occurring in lower layers of the protocol stack (see Figure 1).
296 For example, although a transport layer protocol may assure ConfirmBOD
297 delivery (i.e., message instance arrival to a particular queue), this does not
298 guarantee receipt of the message instance to the processing system. Only
299 the receiving system can confirm the proper delivery and receipt of the
300 message instance.

301 By definition, the ConfirmationCode is associated with the Completion of
302 BOD processing.

303 [OAGI R 2]

304 The possible values of the ConfirmationCode element are:

305 “Always” - The ConfirmBOD should always be sent.

306 “OnError” - The ConfirmBOD should only be sent on error.

307 “Never” - The ConfirmBOD should never be sent.

308

309 Producing a ConfirmBOD
310 A ConfirmBOD response is sent by the receiving system as instructed by the
311  ConfirmationCode value in the BOD instance as specified by the sending system.

312 A ConfirmBOD response always corresponds to the completion of processing of the
313 message instance. At most a single ConfirmBOD instance may be sent upon the

314  completion of a specific processing step during message processing. In other words,
315 multiple ConfirmBODs should not be sent for processing “parts of” a message instance
316 (i.e., the first half of the message instance followed by the second half of the message
317  instance).

318 [OAGI R 3]
319 The receiving system MUST produce only one ConfirmBOD instance upon
320 processing completion if requested.

321 | [Note] The specific cases for when a receiving system must or must not

322 | produce a ConfirmBOD instance are provided below: If the results criterion is
323 | “Always” then the receiving system MUST produce exactly on ConfirmBOD
324 | instance upon processing completion. If the results criterion is “OnError” and
325 | the processing resulted in success, then the receiving system MUST NOT

326 | produce a ConfirmBOD instance. If the results criterion is “OnError” and the
327 | processing resulted in errors, then the receiving system MUST produce a

328 | ConfirmBOD instance.
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352

Messages in the ConfirmBOD may be conveyed at two-levels: the BOD-
level and the noun-level. A noun-level message is always within the
context of a given BOD instance.

[OAGI R 4]

All BOD and Noun messages MUST pertain to the processing of the BOD
Instance in which the ConfirmBOD request was communicated.

At the BOD-level, the ConfirmBOD supports the following messages (see
Figure 6):

o BODFailureMessage
e BODSuccessMessage

o PartiaBODFailureMessage

BODFailureMessage

A BODFailureMessage, shown in Figure 6, is created when
the processing of the BOD fails. The message provides a
list of error and warning messages that explain the failure.
Error and warning messages are represented by the
ErrorProcessMessage and WarningProcessMessage
elements, respectively. The specific results from processing
each noun are reported in the NounFailureMessage and
NounSuccessMessage.
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i ':;u ErrorProcesshMessage
Vo
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1 £

s - o
= 1.mo

_____

|

|

|

|

|

BODFailureMessage E—'{*:E"' ,HounFaiIureMessage |
| |
|

|

|

|

353 Generated by Xml|Spy www.altova.com

354 Figure 6 - BODFailureMessage Element of the ConfirmBOD

355 | [Note] The choice compositor between the NounFailureMessage and

356 | NounSuccessMessage disallows the coexistence of both NounFailureMessage
357 | and NounSuccessMessage elements in a ConfirmBOD response.

358 [OAGI R 5]

359 BOD-level error or warning messages associated with a given BOD failure
360 MUST be communicated in the ErrorProcessMessage and

361 WarningProcessMessage elements, respectively within the

362 BODFailureMessage element.

363 [OAGI R 6]

364 Noun-level failure messages MUST be communicated in the

365 NounFailureMessage element of the BODFailureMessage element.

366

367 [OAGI R 7]

368 If Noun-level failures do not exist then Noun-level warning messages if they
369 exist MUST be communicated in the NounSuccessMessage element of the
370 BODFailureMessage element.

371

372 BODSuccessMessage

373 A BODSuccessMessage, shown in Figure 7, is created
374 when the processing of the BOD was a success. Non-fatal
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warning messages are also possible. A warning message is
represented by the WarningProcessMessage element.

| SuccessMessageType

1
o
T piynpegepepepcselgeytgtyiupaediugey- gty
R L Rt ittty iyt EiyH
>

BODSuccessMessage E'Jl{*:a 4 0.« |

| : WarningProcessMessage [] |

Generated by XmlSpy www.altova.com

Figure 7. BODSuccessMessage Element of the ConfirmBOD

[OAGI R 8]

In the absence of BOD-level warning messages, the BODSuccessElement
MUST be communicated as an empty element.

[OAGI R 9]

BOD-level warning messages associated with the BOD success MUST be
communicated in the WarningProcessMessage element of the
BODSuccessMessage element.

PartialBODFailureMessage

A PartialBODFailureMessage, shown in Figure 8, is created
when the processing of at least one noun in the BOD has
failed. The message provides a list of error and warning
messages that explain the failure. Error and warning
messages are represented by the ErrorProcessMessage
and WarningProcessMessage elements, respectively. The
specific results from processing each noun are reported in
the NounFailureMessage and NounSuccessMessage.
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Figure 8: PartialBODFailureMessage Element of the ConfirmBOD

[OAGI R 10]

BOD-level error or warning messages associated with a BOD instance partial
failure MUST be communicated in the ErrorProcessMessage and
WarningProcessMessage elements, respectively, in the
PartialBODFailureMessage element.

[OAGI R 11]

Noun-level failure messages MUST be communicated in the
NounFailureMessage element of the PartialBODFailureMessage element.

[OAGI R 12]

If Noun-level failures do not exist, then Noun-level warning messages if they
exist MUST be communicated in the NounSuccessMessage element of the
PartialBODFailureMessage.

Note: The choice compositor between the NounFailureMessage and
NounSuccessMessage disallows the coexistence of both NounFailureMessage
and NounSuccessMessage elements in a ConfirmBOD response.

At the noun-level, the ConfirmBOD supports the following messages (see
Figure 9):

e NounFailureMessage

Document #20110408V1.0 an OAGi White Paper Page 18 of 29



418

419
420
421

422
423
424
425
426
427
428
429
430

431
432

433

434
435
436
437

438

439
440
441
442
443
444
445

e NounSuccessMessage

Both of these messages are used to represent the results from processing
of a noun.

NounFailureMessage

The NounFailureMessage is available for use in two of the
BOD-level messages: BODFailureMessage and
PartialIBODFailureMessage. A NounFailureMessage,
shown in Figure 6, is created when the processing of the
noun fails. The message provides a list of error and warning
messages that explain the failure. Error and warning
messages are represented by the ErrorProcessMessage
and WarningProcessMessage elements, respectively.

FailureMessage Type

L iy |
I .l'
| ! 0. |

1
- i
HounFailureMessage [%]—(—--—:El—+ WarnlngProcessMessage i
0 I
1
1

Generated by XmlSpy www.altova.com

Figure 9: NounFailureMessage Element of the ConfirmBOD

[OAGI R 13]

Noun-level error or warning messages associated with a given Noun failure
MUST be communicated in the ErrorProcessMessage and
WarningProcessMessage elements respectively of the NounFailureMessage
element.

NounSuccessMessage

The NounSuccessMessage is available for use in all of the
BOD-level messages: BODFailureMessage,
BODSuccessMessage and PartialBODFailureMessage. A
NounSuccessMessage, shown in Figure 10, is created when
the processing of the noun was a success with warnings.
Processing of a noun may result in non-fatal warning
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446 messages. These warning messages are represented by
447 WarningProcessMessage element.

448

| SuccessMessageType

| r- i WarningProcessMessage |
, “"omrrmmm e mmm e o :_'_'
1
HounSuccessMessage [T‘]J—(—-H—:E}q 0.
| P |
'

449 Generated by XmlSpy www .altova.com

450  Figure 10: NounSuccessMessage Element of the ConfirmBOD

451 [OAGI R 14]

452 Noun-level warning message associated with the Noun success MUST be
453 communicated in the WarningProcessMessage element of the

454 NounSuccessMessage element.

455

456

457 Both the warning (WarningProcessMessage) and error

458 (ErrorProcessMessage) have identical content models. Figure 11, below,
459 shows the WarningProcessMessage.

460 The elements of the WarningProcessMessage and ErrorProcessMessage
461 are defined as follows:

462 o ID - identifier of the warning or error message

463 e Description — description of the warning or error

464 o Type — type of warning or error

465 o ReasonCode — reason code for the warning or error
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Figure 11: WarningProcessMessage Element of the ConfirmBOD

[OAGI R 15]
Values MUST be assigned to the following elements: ID and Description.

The receiving system must relate the ConfirmBOD response that it
produces to the BOD instance that it processed. This allows the sending
system to relate the processing results, described in the ConfirmBOD, with
the BOD instance that it sent. This is accomplished through the use of an
identifier.

A BOD instance must be assigned an identifier; this is accomplished with
the BODID element located in the ApplicationArea of any BOD. The
ConfirmBOD, similar to the other response messages, provides an
OriginalApplicationArea to communicate the BODID of the BOD instance
from which the ConfirmBOD request was made. In the ConfirmBOD, the
OriginalApplicationArea is located in the Confirm element.

[OAGI R 16]

The BODID of the OriginalApplicationArea element MUST be used to identify
the BOD instance for which the ConfirmBOD was made. The BODID is
provided in every BOD instance.
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489 In the case of multiple noun instances, a noun instance may be identified in
490 two ways:

491 e DocumentID — is a common identifier available in nouns that are
492 considered documents (e.g., PurchaseOrder); note that this

493 identifier is not available across all nouns.

494 e |ID —is a common identifier available in nouns that are not

495 considered documents.

496 e Noun Instance Sequence — is a number that refers to the position of
497 a noun instance in a BOD instance. For example, if a BOD

498 instance were to contain 2 noun instances, the first occurrence is
499 considered to be in the first position and may be identifier with a
500 sequence number.

501 If more than one noun instance is sent in a BOD message instance, then
502 the DocumentID and/or DocumentSequence must be used to differentiate
503 the noun instances.

504 [OAGI R 17]

505 The DocumentlD, ID, or Noun Instance sequence MUST be used to identify the
506 Noun instance.

507 | Note: These techniques for noun instance identification are intended to be
508 | used in the source data identification of error and warning messages.

509 The noun instance identifier may be communicated as part of the
510 description or note of the warning or error process message.

511  ConfirmBOD Best Practices (non-Normative)

512  This section is intended to give the OAGIS® user some advice on some of the best ways
513 to take advantage of the ConfirmBOD in your OAGIS® deployment.

514 Data Integrity

515 The ConfirmBOD was originally designed by the OAGiIi members by several Certified

516  Public Accountants (CPAS). It is a generally accepted best practice to include at least one
517 CPA on a business application design team. This practice usually increases the quality of
518 the software design because the CPA trained person includes strong disciplines for

519 building controls, audit functions, and cross checks into the business software.

520 The CPA's on the original OAGIS® Architecture team gave us the ConfirmBOD for this
521  purpose, and it is recommended that it be used whenever data integrity is of importance,
522  which is to say, all of the time.
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523 ltis strongly recommended that any integration scenario that requires a high order of
524  application data integrity use the Confirm BOD when not applying another type of
525 response.

526  Multiple Noun option for OAGIS® BODs.

527 The OAGIS® BOD architecture provides for sending multiple instances of a Noun in a
528 single BOD structure. An example of this might be sending a SyncPurchaseOrder with
529 100 occurrences of the PurchaseOrder Noun in the BOD instance.

530 This is a convenient way to send multiple occurrences of data without having to send

531  multiple BODs. There is one drawback to using this feature of the BOD architecture,

532  however. If one is using the ConfirmBOD and wants a response for a specific instance of
533 one of the Nouns communicated in the multiple instances ProcessPurchaseOrder BOD,
534  the ConfirmBOD can not discern which instance of the Noun was the exception.

535 This is because the exception processing is done at the BOD level, and this is the level
536 that the globally unique identifier (GUID) provided for in the BOD architecture resides.

537  Therefore it is recommended that if you are planning to use the multiple instance of Nouns
538 option, please keep this limitation in mind and consider using single instance Nouns in
539  your BODS to maintain full integrity with your ConfirmBOD processing.

540 Publish and Subscribe Error Handling

541  OAGIS is often used within a publish and subscribe communication model. In this
542  situation, a generic error management facility has proven useful. There are two
543  perspectives: 1. Centralized management of errors as they occur. 2. Centralized
544  monitoring for error conditions.

545

546

547 In this scenario, a generic Error Log service captures all error conditions by
548 subscribing to ConfirmBOD error messages published on the so-called

549 Enterprise Service Bus (ESB). This does not preclude or exclude error

550 handling by the applications themselves. However, it does provide a

551 convenient means to manage errors to discover systemic problems. For
552 example, if an invalid UOM value is introduced by a single application, its
553 effect on other applications can be detected and the root cause easily

554 discovered. Contrast this with individual application level error handling and
555 root cause analysis, it can easily be seen that this approach requires less
556 manual intervention.

557

558
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559 Although this approach does not explicitly involve the ConfirmBOD it does

560 augment both Application level and Centralized Error Management efforts.
561 A generic Monitoring Service known as the “BOD Validator” subscribes to
562 all BODs published on the ESB. Each message is validated for syntactic,
563 structural and content integrity. Syntactic integrity checks for proper XML
564 syntax. Structural integrity checks validate the message with the DTDs or
565 Schemas. Finally, content integrity validates data content against a known
566 dictionary (valid values) and interdependency (constraints) among

567 elements not expressed in the DTDs or Schemas. The latter leverages
568 Schematron and a file-based XML data dictionary. Error conditions are
569 centrally logged within the ESB.

570 The log is available to application owners and developers as an aid to

571 debugging the error condition. In some situations, the error message is
572 emailed to the originating application owner to help determine the source of
573 the error. The log also serves as an independent source of information.
574

575 Data Synchronization Integrity

576  The Sync verb is often used in application-to-application integration scenarios to

577  synchronize data from an owning application to other applications interested in the subject
578 data (e.g. Iltem). In the situation where multiple applications are receiving the

579  synchronized data, the ConfirmBOD can be used to provide transactional integrity among
580 all of the interested applications. When each receiving application responds with a positive
581  ConfirmBOD then the originating application successfully disseminated the data and

582  integrity is maintained. When any of the receiving applications responds with a negative
583  ConfirmBOD then alternate actions must take place to ensure integrity. This can be

584  automated by the originating application rolling back the other successful messages or by
585 raising an exception through some other mechanism outside of the OAG message

586  context.

587
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588 Appendix A — Glossary

589  Application — Business software system

590 Message — Definition or schema of the information from which message instances are
591 instantiated.

592 BOD - (Business Object Document) is a message that assembled from OAGI’s
593 Integration Specification (OAGIS)

594  ConfirmBOD - Definition or schema of the information used to describe message
595  processing results.

596 Message instance — An instance of message that complies with the definition or schema
597  of the message.

598 BOD instance — Is a message instance of a BOD.
599 ConfirmBOD instance — An instance of the ConfirmBOD.

600 Confirm BOD request — A request for zero or more ConfirmBOD instances
601 communicated in a BOD instance (that is not a ConfirmBOD instance).

602 ConfirmBOD response — A ConfirmBOD instance sent in response to a ConfirmBOD
603  request; note that multiple responses are possible from a single request.

604 Sending System — System that produces and sends a BOD instance (other than a
605 ConfirmBOD instance) that communicates a ConfirmBOD request

606 Receiving System — System that receives and consumes a BOD instance from a sending
607  system and produces a ConfirmBOD response.

608
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609 Appendix B: Sample System Flows
610

611 | Note: For the elements referenced in the examples of this appendix,
612 | http://www.openapplications.org/oagis/9 is assumed to be the default namespace of
613 | the BOD instance.

614
615 B.1 Scenario 1

616 A sending system requests ConfirmBOD instances from the receiving system upon BOD
617  instance processing, whether successful or not.

618 e Sending system sets the confirmation codes in the ApplicationArea element of the
619 BOD instance:

620 0 /ApplicationArea/Sender/ConfirmationCode="Always”

621 @listName="ResponseCodeContentType” @listAgencyName="OAGi"

622 ¢ Sending system sends the BOD instance

623 e Receiving system receives the BOD instance

624 e Receiving system finishes processing of the BOD instance successfully.

625 e Receiving system produces a ConfirmBOD instance upon processing completion of
626 the BOD instance

627 0 Receiving system sets the OriginalApplicationArea in the Confirm element;
628 this allows the receiver of the ConfirmBOD to relate the ConfirmBOD to the
629 BOD instance that requested the ConfirmBOD.

630 = /ConfirmBOD/DataArea/BOD/OriginalApplicationArea

631 0 Receiving system sets the BOD and Noun specific warning and error
632 messages as needed

633 e Receiving system sends the ConfirmBOD instance

634 B.2 Scenario 2

635 A sending system requests ConfirmBODs from the receiving system upon BOD instance
636  processing, on error only.

637 e Sending system sets the confirmation codes in the ApplicationArea element of the
638 BOD instance:

639 0 /ApplicationArea/Sender/ConfirmationCode="OnError”

640 @listName="ResponseCodeContentType” @listAgencyName="OAGi"
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641

642

643
644

645
646

647
648
649
650

651
652

653

654

e Sending system sends the BOD instance
e Receiving system receives the BOD instance

e Receiving system finishes processing of the BOD instance and detects warnings
and errors.

e Receiving system produces a ConfirmBOD instance upon completion of the BOD
instance

0 Receiving system sets the original application area in the Confirm element;
this allows the receiver of the ConfirmBOD to relate the ConfirmBOD to the
BOD instance that requested the ConfirmBOD.

= /ConfirmBOD/DataArea/BOD/OriginalApplicationArea

0 Receiving system sets the BOD and Noun specific warning and error
messages as needed

e Receiving system sends a ConfirmBOD instance
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664
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666

667

668

669
670

671
672

673
674
675
676

677

Appendix C: Success and Error Scenarios

This section provides samples of the BOD and Noun-level messages based on a BOD
instance processing results. They are intended to help illustrate what Message elements
should be sent in a ConfirmBOD given a certain processing result (success, failure, etc.).

[Note] For the elements referenced in the examples of this appendix,
http://www.openapplications.org/oagis/9 is assumed to be the default namespace of
the BOD instance.

C.1 Scenario 1

Entire BOD instance was successfully processed.

e Existence of the BODSuccessMessage tag indicates that the entire BOD was
received and processed successfully.

0 /ConfirmBOD/DataArea/BOD/BODSuccessMessage

C.2 Scenario 2

Entire BOD instance failed processing.

e Existence of the BODFailureMessage tag indicates that the entire BOD was
received and failed to process.

0 /ConfirmBOD/DataArea/BOD/BODFailureMessage
o Communicate Error Message(s):
= /ConfirmBOD/DataArea/BOD/BODFailureMessage

= /ErrorProcessMessage
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678 (C.3 Scenario 3

679  Entire BOD instance was successfully processed with warnings.

680 e Existence of the BODSuccessMessage tag indicates that the entire BOD was
681 received and processed successfully.

682 0 /ConfirmBOD/DataArea/BOD/BODSuccessMessage

683 o Communicate Warning Message(s):

684 = /ConfirmBOD/DataArea/BOD/BODSuccessMessage

685 e /WarningProcessMessage

686 C.4 Scenario 4

687  One or more noun instances in the BOD instance failed to process.

688 e Existence of the PartialBODFailureMessage tag indicates that the a portion of the
689 BOD was processed successfully

690 0 /ConfirmBOD/DataArea/BOD/PartialBODFailureMessage

691 o Communicate Error Messages at the Noun-level for the noun instance(s)
692 that failed to process:

693 = /ConfirmBOD/DataArea/BOD/PartialBODFailureMessage

694 e /NounFailureMessage/ErrorProcessMessage

695 o Communicate Warning Messages at the Noun level for the noun instance(s)
696 the processed successfully with warnings.

697 = /ConfirmBOD/DataArea/BOD/PartialBODFailureMessage

698 /NounSuccessMessage/WarningProcessMessage
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